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Abstract

The use of new technologies within healthcare practices is constantly growing. While these innovations
represent clear progress, facilitating and improving care, in some cases they are a concern. The
autonomous use by patients of technologies that can answer clinical questions is a source of
apprehension. In this sense, cyberchondria represents a problematic pattern of behavior through which
subjects seek information related to existing or plausible medical conditions. This is done in the absence
of scientific training that can discriminate against the information received. Such behavior consistently
has a negative impact on the clinical and rehabilitation pathways. This phenomenon is attracting
increasing attention, yet clear definitions and distinctions are needed. Apart from a clear definition of
cyberchondria, it should be distinguished from adaptive online health research. This paper aims to
produce clear definitions, to relate cyberchondria with health anxiety and other related phenomena, as
well as to produce a representation of current etiological theories and future clinical and rehabilitative
implications. A better understanding and analysis of the state of the art would in fact produce

improvement on clinical activities and on the classification of phenomena.

Keywords: Clinical Psychology; Cognitive rehabilitation; Cyberchondria; Diagnosis; Health anxiety;
Psychopathology.
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1. Cyberchondria

‘Cyberchondria’ refers to a problematic pattern of behaviour wherein individuals repeatedly seek
medical information online in a manner that culminates in increased anxiety and distress regarding their
medical condition (Starcevic et al., 2020; Zheng et al., 2021). Originally coined in a media commentary in
the 1990s on the rising public concern of individuals misdiagnosing themselves via the internet (Starcevic
& Berle, 2013), this construct is etymologically derived from ‘cyber’ and ‘hypochondriasis,” capturing the
notion of anxiety regarding one’s health in the context of seeking reassurance via information on the
internet. Empirical literature is increasingly extending its focus towards the psychological basis of
cyberchondria and the extent to which this phenomenon is distinct from other mental health difficulties,
such as health anxiety. In light of this, given the technological means that drive the development of this
problematic pattern, cognitive rehabilitation interventions must remain linked to the emergence of
scientific evidence. Given the ambiguity in the literature, clear definitions and distinctions are needed.

This paper will begin by outlining cyberchondria and its relevance to health anxiety. The
distinction between adaptive and maladaptive online health research will then be outlined, followed by
consideration of how the definition of cyberchondria could be expanded to include broader systemic and

cultural dynamics. Lastly, this article concludes with a discussion of theoretical and clinical implications.

2. Health Anxiety

Health anxiety refers to extensive worry and distress regarding having or developing a medical
condition and is typically accompanied by regular checking and secking reassurance that one is healthy
(Lebel et al, 2020). Contemporary explanations of cyberchondria implicitly draw on cognitive-
behavioural models of health anxiety (Salkovskis et al., 2003; Warwick & Salkovskis, 1990), which posit
that individuals interpret benign bodily sensations (e.g., headaches) as signs of serious illness and engage
in safety-seeking behaviours (such as excessive symptom monitoring, checking and reassurance) aiming
to reduce their anxiety. These behaviours may inadvertently maintain or worsen both anxiety and physical
sensations.

Two related, but distinct, mechanisms have been put forward to account for the maintenance of
health anxiety (Blakey & Abramowitz, 2016). First, it has been argued that threat-based interpretations
of ambiguous bodily sensations are positively reinforced when individuals encounter information which
seems to confirm the possibility of serious illness. For example, this may include seemingly confirmatory
information from an external source, such as a doctor or the internet, or through resolution of the
‘threatening’ bodily sensation following engagement in safety-seeking behaviours. Second, it has been
argued that safety-secking behaviours are negatively reinforced, as their enactment culminates in a sense

of relief that serious illness has been avoided.
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In structural terms, health anxiety should be declined to different clinical realities. In fact, reality
testing represents the ability to apply critical judgement distinguishing among perceptions, imagery and
fantasy. When absent due to neurocognitive conditions, anosognosia denies the possibility to link deficits
to the disease (Mograbi & Morris, 2018). When related to psychosis, absence of insight and related
disavowal of symptomatology characterise behaviour (McCormack et al., 2014). These two conditions,
both in terms of neurocognitive disorders and expressions of the psychotic spectrum, represent severe
source of maladjustment. In particular, the lack of reality testing and its consequences prevent the patient
from realising a possible difference between thought and evidence. The absence of awareness of
pathology also produces a form of refuse of verification. As known from a clinical perspective, in fact,
absolute subjective certainty, the impermeability of the contents to evidence and verification,
incontrovertibility and incorrigibility characterize these forms of symptomatic presentation.

If maintained but influenced (neurosis), minor ego functions alterations mediate the relationship
with inner and external phenomena, finally influencing decision-making and actions (Kellerman & Burry,
2007; Rimvall et al., 2019). Thus, general psychological functioning of subjects should be considered
(Jamalamadaka et al., 2020), including clear distinctions between clinical states and personality issues (Kim
& Lee, 2017; Skjernov et al., 2020). Psychological functioning affecting subjects’ health status and quality
of life represents a prosperous field of research (Caputo et al., 2022; Di Giuseppe, 2024; Jiakponna et al.,
2024). For these reasons, cognitive interventions useful to reduce the maladjustment produced by
cyberchondria must address issues related to the altered psychological functioning of subjects and their
mechanisms. Clarity and evidence produced by high-level scientific work represent the secure basis for

future diagnostic and rehabilitative contributions.

3. Cyberchondria and Health Anxiety

At present, it is unclear whether cyberchondria and health anxiety are underpinned by similar
cognitive-behavioural mechanisms. This is partially attributable to the absence of a formalised definition
of cyberchondria. While the etymological root of ‘hypochondriasis’ makes reference to similar cognitive
underpinnings as health anxiety (i.e.,, persistent illness fears consequential to catastrophic
misinterpretations of bodily sensations; Warwick & Salkovskis, 1990), cyberchondria is typically regarded
as being more concerned with its behavioural manifestation (i.e., seeking medical information online).

Defining a condition by its consequences inherently introduces conceptual ambiguity (Myles,
2021), as it is entirely possible that several psychological processes may culminate in identical behavioural
manifestations and/or that one psychological process may culminate in multiple behavioural
manifestations (Myles & Johnson, 2023). Indeed, it is equally possible that seeking medical information

online may represent a causal factor in the development of cyberchondria, a factor maintaining
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cyberchondria and/or a correlated, yet secondary, consequence of some other condition (e.g., health
anxiety; McMullan et al., 2019).

Despite this lack of conceptual clarity, a growing body of research has attempted to operationalise
cyberchondria (Starcevic et al, 2020). This has largely been done through the development of
psychometric tools, such as the Cyberchondria Severity Scale (CSS; McElroy & Shevlin, 2014) and Short
Cyberchondria Scale (SCS; Joki¢-Begi¢ et al., 2019). Items typically capture the cognitive and behavioural
dimensions of health anxiety, worded to the contexts of online health research. For example, the CSS
comprises five subscales, including 'Compulsion' (difficulty controlling or stopping health-related
searches), 'Distress' (emotional upset related to searching), 'Excessiveness' (disproportionate effort and
time searching for resources), 'Reassurance Seeking' (searching aiming to reduce uncertainty or
disconfirm suspicions of catastrophic threat) and 'Mistrust of Medical Professionals' (preference of online
information over healthcare providers).

However, these tools are not without their own theoretical assumptions regarding the
psychological processes underpinning cyberchondria. Accordingly, research examining the causal bases
of cyberchondria risks engaging in circular reasoning and arriving at tautological conclusions. In other
words, they may only offer support for the theoretical models that are already built into the design of the
measures themselves, and evidence derived from these tools may appear to confirm specific psychological
processes, but perhaps only as the measures are inherently constructed to highlight them. For example,
these tools typically portray cyberchondria as merely a digital manifestation of health anxiety, rather than
a construct with distinct underlying mechanisms (Menon et al., 2020). This assumption, which remains
to be examined, may constrain inquiry into the unique factors influencing cyberchondria, such as systemic
and cultural trends in internet culture, algorithmic information delivery (tailored content based on
previous activity) and exposure to misinformation (Shafiq, 2024). Serious risks emerge since cognitive
patterns and lack of knowledge which often guide subjects in their search and lead to groundless forms

of certainty, must be taken into account in cognitive intervention.

4. Cyberchondria and Online Health Research

To advance conceptual clarity, it would be prudent to distinguish cyberchondria from otherwise
‘healthy’ online health information-seeking, commonly termed ‘online health research’ (OHR), ‘symptom
googling’ or, colloquially, consulting Dr Google (Brown et al., 2020; McMullan et al., 2019). While the
former refers to a clinical phenomenon, the latter may serve a range of psychological functions that are
not necessarily maladaptive.

The broader act of searching for health information online is widespread and typically a benign

behaviour (Brown et al., 2020; Lagoe & Atkin, 2015; Morahan-Martin, 2004). A significant proportion of
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people use the internet as their first source of information about their own health, either prior to or
instead of consulting a healthcare provider (Maloney-Krichmar & Preece, 2005). Online health research
can serve several normative functions, ranging from practical information-gathering and curiosity-driven
exploration to preparatory research prior to medical appointments. Accordingly, OHR is not inherently
pathological, nor does it always result in anxiety amplification.

Nevertheless, emerging literature suggests symptom googling can culminate in maladaptive
anxiety (McMullan et al., 2019), suggesting the clinical relevance of OHR depends on the psychological
function it serves. Indeed, health anxiety has increased in prevalence over the last thirty years (Kosic et
al., 2020), which is perhaps unsurprising given the increasing availability of the internet (Bailey, 2024).

The availability and accessibility of potentially inaccurate, ambiguous, alarmist or contradictory
health-related information, publicity of global health threats (e.g., pandemics or rare diseases; Casula et
al., 2025), public health campaigns and health-related social influencers may produce or activate health-
anxious beliefs. Moreover, the availability of easily accessible health-related information (e.g., via search
engines, symptom checkers and online medical communities) may engender or exacerbate health-anxious
beliefs. Thus, maladaptive OHR (i.e., cyberchondria) may have contributed to a greater frequency of
health anxiety diagnoses. Therefore, rigorous processes to highlight the variables at stake are needed.

Rehabilitation processes based on reliable data and evidence-based research processes are essential.

5. The Function of Online Health Research in Cyberchondria

To distinguish between adaptive OHR and maladaptive OHR (i.e., cyberchondria), it is helpful
to identify the potential functions of OHR as a health-anxious safety-seeking behaviour. Indeed, it is
necessary to invite closer inspection of the psychological functions OHR serves within cyberchondria,
while allowing space for wider considerations of the evolving landscape of internet use, particularly in
the context of cultural norms (Myles, 2025).

Cyberchondtia/maladaptive OHR may setve to maintain anxiety in several ways (Salkovskis et
al., 2003), distinguishing it from adaptive OHR. Indeed, many safety-seeking behaviours pertinent to
health anxiety may be meaningfully mapped onto cyberchondria, illustrating how OHR may fulfil similar
psychological functions. Examples of safety-secking behaviours and potential corresponding
psychological functions, inspired by Salkovskis et al’s (2003) conceptualisation of safety-seeking
behaviours pertinent to health anxiety, are detailed in Table 1. At present, there is limited data regarding
the role of these psychological processes in the actiology of cyberchondria (Schenkel et al., 2021) and it
will be the role of future research to elucidate whether these mechanisms underpin the onset or

maintenance of cyberchondria.
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Definition

Example

Seeking out content that provokes fear or
worry, often based on compulsion or
positive beliefs about doing so, due to the

Mental Preparation  perceived need to be “mentally prepared”
for worst-case scenarios.

Entering “headache cancer” into a
search engine or generative Al
and/or directing undue attention to
“when to seek medical attention”
sections of information sites, to
explore and prepare for worst
possible outcomes.

Heightened attention towards health-
related cues, to ascertain whether one is at

isk of ill-health.
Hypervigilance risk of ill-healt

Regularly searching medical
websites, symptom checkers or
generative Al for new information
about illnesses that could explain
vague or shifting symptoms.

Repeatedly searching for information to
reduce uncertainty regarding the

Reassurance-Seeking  malignance of symptoms.

Entering “headache causes” into a

search engine or generative Al and
selectively attending to information
disconfirming catastrophic

interpretations.

Engaging in repeated and specific symptom Searching “left-side abdominal pain

searches to monitor health status or

Symptom Checking or  identify illness.

causes” multiple times a day and

clicking multiple different links, in

Monitoring an endeavour to find a benign
explanation.
Using OHR as a substitute for direct Choosing to search symptoms
engagement with healthcare appointments online rather than booking a
void of tests, to prevent confirmation of hospital appointment, due to
rowdante catastrophic beliefs. anxiety about being diagnosed with
something serious.
Repetitive and obsessive thinking about ~ Searching for catastrophic
Mental Ruminati potential health concerns triggered by outcomes associated with medical
ental Rumimation OHR, in the pursuit of planning for symptoms and repeatedly planning
catastrophic outcomes. actions for these outcomes.
Using internet resources to construct vivid Reading detailed illness narratives
mental images of catastrophic health or viewing graphic medical
Imagery scenatios, either intentionally or images/videos to visualise what the

automatically, maintaining distress and/ort
catastrophic beliefs.

appearance of a condition.

Table 1. Safety-Secking Behaviours and Corresponding Examples

As a perhaps obvious, yet important, caveat, we do not make the claim that this operationalised
definition of cyberchondria is atheoretical. On the contrary, we recognise that the above definition of
cyberchondria is laden with cognitive-behavioural theory regarding the facets contributing to and
maintaining mental health difficulties (Kennetley et al., 2016).

represent a serious advance. Ultimately, cyberchondria is not necessarily a distinct syndrome that is truly
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present in nature, free from social construction (Scull, 2021). Instead, it is entirely possible, even likely,
that it represents a theoretical construct, intimately related to social discourses (Foucault, 2019).

Nevertheless, this does not undermine the importance of operationalising the construct for both
empirical research and clinical intervention, as doing so allows for systematic investigation, measurement,
and targeted therapeutic approaches that address relevant cognitive and behavioural processes.

The varied and often ovetrlapping functions that OHR may serve in health anxiety highlight the
importance of functionally driven assessments of cyberchondria, as OHR rarely serves a single
psychological function. Instead, it may simultaneously meet needs related to each of the safety-seeking
behaviours described in Table 1. Moreover, the structure of the internet may inadvertently escalate or
shift the function of the behaviour in real time, such as through suggested searches links to other sites
that gain the user’s attention, among other distractions from the original function of the OHR.

Unfortunately, owing to the complexity and fluidity of the behaviour, specifying between the
intended functions and unintended consequences of OHR is difficult. Indeed, clinicians often report that
patients find it difficult to articulate the specific function of their OHR (Lee et al., 2015), instead
describing complex sequalae of emotional and behavioural responses before, during and after engaging
in OHR (Hill & Watts, 2024). Given what has emerged, a classification of systematic causes of

Cyberchondria represents an advance.

6. Systemic Causes of Cyberchondria

Rather than viewing maladaptive OHR/cyberchondtia solely through the lens of individual
behaviour, (i.e., the specific behaviour of searching and interpreting results), it may be beneficial to
incorporate broader systemic and environmental conditions of the internet into explanatory frameworks
for cyberchondria. Ecological models of human development (Bronfenbrenner, 1994) suggest that
multiple levels of influence beyond the individual may shape cyberchondria. For example, societal norms
and trends around self-monitoring and health behaviours, such as those reinforced by health influencers
(Powell & Pring, 2024), may reflect a macro-level influence on cyberchondria, whereas individual website
preferences and algorithmic content delivery represent more proximal, micro-level or mesosystem
influences within one’s digital environment.

As one example, coordinated management of meaning (CMM; Pearce, 2005) emphasises that
meaning is not fixed, but continually constructed through ongoing interaction. In the context of internet
use, the specific content individuals encounter, and how it is algorithmically delivered, is influenced both
by their own prior behaviours and the wider engagement patterns of millions of other internet users
(Rachmad, 2024). From this perspective, it may be helpful to consider cyberchondria/maladaptive OHR

not as a series of isolated safety-seeking behaviours, but as part of an ongoing, dynamic “conversation”
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between the individual and their own tailored digital ecosystem. Of course, this example does not
represent the only, or even the most important, systemic framework through which to understand
cyberchondria, and is intended only as an illustration. Integrating these perspectives would produce a

multidisciplinary point of view on the phenomenon, useful to guide rehabilitation interventions.

7. Clinical Implications and Directions for Future Research

Whilst OHR may be a normative process and is not inherently maladaptive, it may serve to
maintain cyberchondria, often via one or more of the aforementioned safety-seeking behaviours. Indeed,
it has been argued here that incorporating patients’ beliefs concerning OHR and the systemic and
environmental factors relevant to their OHR would aid the development of a clinically useful definition
of cyberchondria that remains adaptable to evolving internet trends.

Future research should examine whether the proposed mechanisms of cyberchondria are
substantiated by empirical research in order to develop tailored interventions. Should these predictions
be supported, clinicians may wish to consider adaptations to include cyberchondria within therapy
protocols for health anxiety. This might include addressing reassurance-secking via symptom googling,
providing psychoeducation on online uncertainty and using behavioural tools, such as exposure and
response prevention. It is worth noting, however, that our hesitancy contrasts recent calls for more urgent
development of specific National Institute for Health and Care Excellence (NICE) guidelines for health
anxiety that incorporate cyberchondria, owing to the sharp increase in health anxiety prevalence that

appears to mirror the rise of internet use (Bailey, 2024).

8. Concluding Comments

To conclude, cyberchondria represents a psychological difficulty of both growing concern and
recognition. Whilst semantically distinct from health anxiety, the extent to which cyberchondria and
health anxiety are underpinned by similar psychological mechanisms remains unclear. This ambiguity is,
in part, attributable to the definition of cyberchondria by its behavioural consequences. Distinguishing
cyberchondria from otherwise adaptive OHR may require understanding of its functional basis. Whilst
we have posited a potential role for several cognitive, behavioural and systemic mechanisms in
cyberchondria, future research is necessary to elucidate whether these mechanisms entail a role in the
aetiology of cyberchondria. Given the complexity of the phenomenon and its origin closely linked to the
use of new technologies, strict definitions and in-depth study of actiopathogenesis are necessary. The
formal recognition of this phenomenon represents a considerable advance both in terms of diagnosis
and interventions aimed at reducing its impact. Therefore, this contribution represents a stimulus to the

continuation of studies and the development of specific treatments.
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